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degree of caution can protect you
from many dangers. e.g. Do not
install, or allow to be installed, any
software you have any reason to
suspect, do not open emails or
attachments that you do not
recognise - in many cases they are
just a vehicle for something you may
not want to catch.

Here we will look at the problems
facing a network of computers,
where at least one of the computers
has Internet access or the network
includes wireless access. 

Although wireless access is very
different to an Internet connection,
they both require protection. An
insecure wireless access point allows
others to access your
network anywhere within
range of that access

point.
Most attacks on

computers work through
“Social Engineering”. Quite
simply, that means utilising
human failings, in particular,
curiosity. 

Social engineering is
used a great deal on the
Internet and usually
takes the form of a
link to some
site or
software that is

designed to be
very appealing. A
prime example of this is
the Anna Kournikova
virus, which is an email
attachment that pretends to be a
picture of Anna. 

Statistics show that nearly all men
and a large percentage of women
tried to look at the picture, even
though they had no knowledge of the
sender. 

The act of opening the photo
allowed the virus to invade the
computer. This resulted in the virus
sending itself to every entry in your
email address book. The intention
was to swamp mail servers with so

many emails it would bring them to a
standstill.

Of course there are other security
measures to take beyond just being
careful. 

A good firewall is essential for any
computer with a connection to the
Internet. 

Firewalls come in a number of
forms but are generally considered to
be either “software” or “hardware”. 

A hardware firewall is normally a
special

computer
running
software
dedicated

total security for any computer which
connects to another computer. 

Any connection, in any manner,
even if that connection is only in the
form of floppy disks or CD, will open
the door to a breach in your security. 

That said, it is still possible to attain
a level of security which will allow the
computer and/or network to resist
the vast majority of attacks.

As with most things, the first and
last line of defence is YOU.

Common sense and a healthy

SECURE YOUR NETWORK – #1

Continued overleaf

Internet

DIAGRAM 1

Hub or Switch

Computers

Internet

Computer sharing its 
internet connection 
to the Internet

Hub or Switch

Computers

DIAGRAM 2

By JOHN GARDENIERS
Information Systems Administrator

MiTek Australia Limited

In this day of fast Internet
connections and wireless networks,
where networked computers are the
norm, it is more important than ever
to ensure your network is as secure
as possible. 

The problem is compounded by
the ever increasing proliferation of
viruses, worms and Trojans.

From the outset it must be stated
that it is not possible to guarantee

only to fulfilling the firewall function.
These are often fairly expensive and
require a degree of specialist
knowledge to both implement and
maintain.

Software firewalls come in many



flavours. Windows XP for
example has a rudimentary built in
firewall, although to be reasonably
effective you should have service
pack 2 installed, as well as all
patches and updates offered by
Microsoft. 

Other examples include commercial
products such as ZoneAlarm,
McAfee, Norton and many others. 

There are some free versions
available but they are often little
more than cut down versions of
the commercial packages. It’s
often the bits they leave out of the
free versions that matter. 

It is essential that you take
some time to get acquainted
with your
chosen

firewall if you hope to get the best out
of it. It is even more important to
ensure you get regular signature and
software updates.

Most small and medium networks
will look something like one of the
diagrams above. Diagram 3 is
preferred, while Diagram 1 is to be
avoided. 

If you have a network like Diagram
1 you need to secure and protect
each and every computer equally.
Using one of the other arrangements
means you have two levels of
protection.

In the next “Guideline” we will
discuss protecting the
computers themselves.

Please note: Any software
package and those mentioned
above are for illustration 
purposes only. A
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Time is money. So imagine the savings you can make if you halve your truss
pressing times! MiTek's Kwikset Bottom Chord Press is a C-Frame press
head that can be driven into position along the bottom chord - for fast, safe
and simple pressing of GN plates. It works with standard Portal or Gantry
Press systems…and can even come with your new press and Kwik-Set jig
or be retrofitted to your existing system. Very impressive indeed!

• Decreases pressing times by approx 50% •
• Ideal with standard Portal or Gantry Press systems •

• Low maintenance • Simple operation •
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