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Is your software legitimate?

Software licensing seems like such a
simple thing: you purchase the software
and install it on your computer and off you
go. But it's actually really hard to maintain
and monitor an environment to ensure
you are only using what you've paid for.
What you are allowed to do with a
particular piece of software depends on
the license, but licenses are long and
tedious and no-one ever wants to read
them. They are, however, very important,
especially for businesses, as the
consequences for using software incorrectly
or being underlicensed can be costly.

WHAT IS SOFTWARE PIRACY?
Software piracy can be defined as the
unauthorised copying or distribution of
copyrighted software. This can be done
by copying, downloading, sharing, selling
or installing multiple copies onto personal
or work computers.

Most people don't realise that when
they purchase software, they are purchasing
a license to use it, not the actual software.
The software license tells you what you
can and can't do with it. If you make more
copies of the software than the license
permits, you are pirating.

TYPES OF SOFTWARE LICENSES
There are so many different types of
software licenses available, and each vendor
has their own version. For example, some
allow you to install the software onto a

laptop and a desktop using a single license,

while others require you to have two

separate licenses. Examples of license
types include:

e Site License (covers software installation
for an entire site or sites);

e \lolume License (allows a single product
key to be used for multiple installations);

e Floating License (a small number of
licenses are shared between a large
number of users); and

e OEM (Original Equipment Manufacturer
license is software that is made available
to System Builders such as Lenovo and
Dell and generally comes preinstalled on
a new computer).

Methods of software piracy include:

e Counterfeiting (making copies of software
and selling them for profit);

e Softlifting (borrowing software from a
friend or colleague to install on your
computer); and

e Client Server Overuse (normally occurs
on a network where more people use
the software than the license allows).

HOW CAN YOU BE CAUGHT?
There are many ways to get caught,
especially as most software companies now
incorporate digital licensing and registration
to help them keep track of their software.

Many software companies also partner
with BSA The Software Alliance, which
describes itself as “the leading advocate
for the global software industry before
governments and in the international
marketplace.” BSA can request that you
complete an audit for one or more of their
clients, which include Microsoft, Autodesk,
Adobe, Rockwell Automation and Apple.
Your reaction to this audit will determine
when the lawyers get involved.

CONSEQUENCES
As mentioned in the foreword, the
penalties can be quite severe for individuals,
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companies and company directors.
According the Australian Copyright
Act of 1968, the penalties can include:
Civil Penalties:
e Unlimited damages, determined
by the court; and
e Court costs.
Criminal penalties (in addition to any civil
penalties):
e Fines up to $93,500 and/or up to
five years in jail for individuals; and
e Fines up to $467500 and/or up to
five years in jail for companies.
Directory Liability:
e  Fines up to $55,000 and/or up
to five years in jail.

WHAT SHOULD YOU DO?

e Audit your environment. There are free
software auditing packages available that
can help ensure that the number of
licenses you have purchased for each
piece of software matches the number
of computers on which it is installed.

e Only purchase software from reputable
businesses.

e Keep track of your software licenses
in a single location.

e Rectify a license breach as soon as it
is detected, either by purchasing more
licenses or uninstalling the software.

Whether you deliberately breach license

terms or you do it accidently does not matter

as the results can be the same. If you are

unsure, contact your local IT professional. T

Visit mitek.com.au for all guidelines
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